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Oltre 5.000 clienti finali in Europa.
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Manufacturing &
Engineering
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Education & Research
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Public Sector, Professional Services, Media & Publishing
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Retail, Financial &
Logistics
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La risorsa aziendale piu importante
e in pericolo...

#Pandemic #War #RemoteWorking #Complexity
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“The Big Game Hunting”
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The Big Game Hunting

Con il concetto di Big Game Hunting nel mondo della Cyber Security si intende la
specializzazione da parte di gruppi hacker nella caccia indiscriminata di potenziali prede
da cacciare al fine di ottenere il pagamento di un riscatto.

#bgh




Modello di affiliazione

Cosa si intende per modello
di affiliazione:
origini ed evoluzione




The Big Game Hunting — Modello di Affiliazione

B

Access Broker

Compromises networks
Persist on systems.

Ransomware )
RDP Access Exploits builder Leak site ; .s
% u , RaaS Operator
g Develops and maintains
tools.
RN, €]

Compromised Botnets \ / Payment Victim

Credentials processing messaging

Ransomware-as-a-
service affiliate

Moves laterally in networ, Persists on Systems,
Exfiltrates Data, Distributes and runs
ransomware payload.
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Initial Access Broker

Una panoramica #lAB:
Cosa fanno, come e con
quale obiettivo.

Who BI@cktOr Is?

Bl@cktOr is a bug hunter and data breacher group (it's not a
"ransomware gang", it doesn't encrypt/delete data, it doesn't
destroy business continuity). Bl@cktOr loves to hack
corporate networks and ask for bounty in order to help
hacked companies to fix their vulnerabilities. But if they
refuse to pay the due bounty (which it's very fair) Bi@cktOr
loves to exfiltrate tons of their sensitive data and DBs and
sell them :]

So for trading/buying or hire BI@cktOr to breach in corporate
networks contact Bl@cktOr.

SsyYneto
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Initial Access Broker

Today

We recruit employees/insider at the
following!!!!

- Any company providing
Telecommunications (I,

—-;md other similar) Una panoramica #IAB:

- Large software/gaming corporations - .
(— .21 ol Come creano punti di
S ¢ ot <) accesso e perché é
o fondamentale conoscerli.

TO NOTE: WE ARE NOT LOOKING
FOR DATA, WE ARE LOOKING FOR
THE EMPLOYEE TO PROVIDE US A
VPN OR CITRIX TO THE NETWORK,
or some anydesk

SsyYneto
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Ransomware as a Service

Una panoramica #|AB:
Come creano punti di
accesso e percheé e
fondamentale conoscerli.
#raas #ransomware




Operatore

Chi sono gli operatori e
cosa fanno. Il modello di
Business RaaS.




Ransomware as a service MSP

Higrigrigri

Spam Botnet Ransomware Bulletproof
hosting, etc
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Cyber Warfare

Situazione attuale e
. “ problemi emergenti:
il caso Russia-Ucraina

Kak coobuiyna Bo Bpems npecc-KoHpepeHumnm 8
Kneee npembep-MuHUCTR UTtanun [xopaxus
Menonu, peyvb MAET 0 Komnaekcax SAMP-T,
Skyguard, a Takxe MNTPK Spike.

CerofiHsa Mbl NPOAO/IXMUM Halle yBhneKaTenbHoe
nytewecrtaue no pycopobekoin Utanun B

& MpoxHynu caiT utanbaHcknx kapabuHepoe (0gHO
13 BOEHHBIX GOPMUPOBAHUI, NOAYNHEHHOE
MuHucTtepcTey 060pOHbI):

& MopnuceiBalTechb Ha
‘s’ BerynawTe B Haw DO
A\ NoanuceiBaiiTech Ha pesepEHbI

" Mo6epna Za Hamu!




Cyber Warfare

Google Updates from Threat Analysis Group (TAG)

THREAT ANALYSIS GROUP

Fog of war: how the Ukraine conflict
transformed the cyber threat

Ia ndSCa pe v MTalLIAﬂ nocrasut praMHf} LLIE“CTOIZ nakert

BOEHHOM NOMOLLM, B KOTOPbI BOMAET TPU BUAA
cucrem MNBO.
Kak coobimna Bo Bpemsa npecc-KoHGepeHumm 8

One year after the Russian invasion of Ukraine Google TAG, with additional research from Mandiant and Trust & Knese npembep-muHncTp Utanun xopaxus
Safety, provide insights into changes in the cyber threat landscape triggered by the war. Menonu, peyb naeT o KoMmnnekcax SAMP-T,
Skyguard, a Takxe MNTPK Spike.

6'_‘_ Shane Huntley < Share CeroaHa Mbl NPOAO/IKUM Hallle yBleKaTenbHoe
¥ Senior Director, Threat Analysis Group nytewecTeue no pyco¢:060K017| WUtanun

] & MpoxHynu caiT utanbaHcknx kapabuHepoe (ogHo
1 - . ‘ . 13 BOEHHBIX GOPMUPOBAHWI, NOAYNHEHHOE

. MuxucTepcTBy 060pOHbI):
[ l l l - l < Noanmcsisaitrecs Ha

. | & BerynaiTte B Haw DDoS
. . A Noanuceisaittech Ha

" Mo6epa Za Hamu!

https://blog.google/threat-analysis-group/fog-of-war-how-the-ukraine-conflict-transformed-the- SYnet:o
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DATA SAFEGUARDING: Le sfide
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Backup is Not Data Data
Cyber Restore Immutability Visibility
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In essenziale tutto ruota intorno a...

Data Resiliency:
- Fault Tolerance;

- Redundancy;

- Disaster Recovery.

Data Protection:
- Privacy;

- Integrity;

- Availability.

Data Security:

- Monitor access/use;

- Prevent destruction;

- Encryption, detection.

Syneto
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. O SYNETQOS

I The Universal

u Resilient Data ‘ \

" Platform
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Universal Resilient Data Management Platform

nts N i3 C\
il % i by &)
Scalable Flexible Secure Compliant Reliable
el Ca o ©)
Data Data Data Data
Management Protection Resiliency Recovery
e ®
\ I gnoig é I
3 0110 1B

ool

Software Fabric

Cloud-native, micro services-based architecture unifying data management
from the edge, to the core, to the cloud with a Zero-Trust approach to data
protection and resiliency.

@ SYNETO 0S syneto




Software Platform Features

s 4 O

Data Data Data Data
Management Protection Resiliency Recovery

App. virtualisation; Air-gapped Storage Enclave™; Data Self-healing (corruption); Zero-Copy Clones™;
VM lifecycle management; Immutable Recovery Points™; Air-gapped Storage Enclave™; Secure Cyber Recovery Sandbox™;
Local or geo-replication; Data lock against deletion; Unchained Recovery Points™; Unchained Recovery Points™;
Adaptive Protection Intelligence™; Access control: MFA, CFA and Forever Incremental Replication™; NanoTime RP Recovery™.

built-in network restrictions. . .
Access control (role based); Micro segmentation - Kubernetes.

Zero-Copy Clones™.

@ SYNETO 0S syneto
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VMware Cyber Vaulting

HYPER Echo hardware
(@ appliances with SynetoOS

management through a single Ul.

"\ Data Resiliency: Maximized
data security by applying Zero
Trust concepts.

A Data Restore: Instant Recovery
predictable and easy.

[0 HYPER ECHO"



Beyond Zero Trust

Automation Observability

s o
A
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Devices

EDP, Antivirus,
Patching...

Networks

Segmentation,
Isolation,
Encryption...

People

MFA, RBAC,
SSO, IAM...

Apps. Data

Sandboxing, Classification,
Code analysis, ACLs,
Firewalling... Immutability...
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CHI SIAMO?

SECURITY MADE SIMPLE:

In un panorama digitale in cui le

minacce informatiche sono diventate la
nuova normalita, ORIZON si distingue
come faro di innovazione e sicurezza. ' =

Non siamo solo un altro fornitore di
soluzioni di cybersecurity, ma i pionieri -
di un nuovo paradigma di difesa

digitale.

C ORIZON




BEYOND ZERO TRUST

People

MFA, RBAC,
SSO, IAM...

Automation

Devices

EDP Antivirus,
Patching...

Networks

Segmentation,
Isolation,
Encryption...

Observability

Apps. Data

Sandboxing, Classification,
Code analysis, ACLs,
Firewalling... Immutability...




BEYOND ZERO TRUST: OBJECTIVES

Reduce Risk of Intrusion — MFA, RBAC, Privileged Access;

Data Safeguarding — Backups, Encryption, Immutability;

Detect Anomalous Behaviour - Insights, Early Detection;

Contain Incidents — Fast Recovery.




BEYOND ZERO TRUST: OBJECTIVES

Detect Anomalous Behaviour — Insights, Early Detection;

Contain Incidents — Fast Recovery.




DETECT ANOMALIES: CHALLENGES

Observab:llty Chaos Correlation Félfe
at 360 Positives
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ORIZON

200+ HUMANS CONNECTED TO THE CYBER BRAIN

ONE DASHBOARD. EVERYTHING CORRELATED

Al CONTINUOS LEARNING




C ORIZON
CYREBRO

< |Investigation Details suius invecti

l PP-6 | Successful console login | Offense # 83205

What Happened?

On 10 05, 2023, 08:20:19 (UTC) a successful login attempt to the Fortinet Firewall console was detected. In this case, the user admin
had logged into the console FG100F- " * RS P L P

This is a generic rule that notifies you regarding any successful login to your FortiGate console.

This investigation was opened as part of an automated process, to improve our understanding of our clients' environments and to fine-

tune & customize the rules to your organization.

Kindly read thoroughly the accompanying 'Clarification' message and provide all the needed details.
We will use this information to avoid future possible false-positive alerts of this rule,

Conclusions
No Response from the user @
No Response from the user
Type: User Activity
Subtype: Authentication
Reportingsystems: _ " fortinetfortigatesecuritygateway 172.29.29.1
Rule triggered: CYR | FortiGate | Successful console login(UA)(1)[FYIP][I1A]
Initial severity: High

Final severity: Medium

Threat Communications

+Addrote | [ =All(9) Unread (0) Clarifications (00/01) | Mitigations (00/00)

Oct 08, 2023

o pramaane o SCEUS,

Hi Team,

| , Attributes = Malicious Findings

Source IPs: 45.140.17.6
Destination IPs: ~~ """ """
Source port: 12266
Destination port: 1433
Involved users: admin

Involved hosts: FG100F-1-#~~=*k~

ol
@
a

>

Actions

Related Indicator Analysis




Threat Communications

+ Add note -All(9) - Unread (0) - Clarifications (00/01) | Mitigations (00/00)

e guarnaencn OCEOB, 2023, 19:09 (UTC)
Hi Team,
Thanks for the response.

As you mentioned, | can see multiple inbound connections from the Russian IP address "45.140.17.6" towards the destination IP". . .c..... ..

containing the following destination ports:

« 1443 (Used for connecting SQL database instance)
s 5353 (Registry port used for communication between the Application Server and the Spatial Servers)
¢ 22 (Used for Secure Shell (SSH) communication)

With that being said, the FW has denied and reset the inbound connections.

In order to be on the safe side:
If the source IP "45.140.17.6" is unknown and connections from Russia are not approved in general,

Please block the source IP "45.140.17.6" and consider implementing the following recommendations:
» |ncrease the password complexity to 14 characters or above throughout all the priviliged users
« Disable the use of legacy protocols for all accounts - excluding service accounts that utilize these protocols to be compatible with legacy systems
+ Configure legacy applications with app passwords, a workaround for clients that do not support MFA
+ Enforce MFA if possibile
» Setup and define geo-location restrictions
If any additional information is needed don't hesitate to contact us.

Best Regards,

-~

_ "] Information Security

\ Search



BEYOND ZERO TRUST: OBJECTIVES

Reduce Risk of Intrusion — MFA, RBAC, Privileged Access;

Data Safeguarding — Backups, Encryption, Immutability;

Detect Anomalous Behaviour - Insights, Early Detection;

Contain Incidents — Fast Recovery.




BEYOND ZERO TRUST: OBJECTIVES

Reduce Risk of Intrusion — MFA, RBAC, Privileged Access;




RISK OF INTRUSION: CHALLENGES

Continuos Mutation Changing Attack Tactics
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Activity Log

orizon.one September, 2023

Prioritization

- -

Inventory

Live / Subdemains

N/A

6 Delta from last scan

~

orizon.one
orizon.one

orizon.one
crizen.one

orizon.one
WWWLUETZDN, VY

orizon.one
autadiscover.crzon.ong

orizon.one
orizon.one

WEB / Moblie

N/A

High

High

Low

Low

Low

Delta from last scan

~

50 %

20 Jul 2023
20 Jul 2023
08 Aug 2023
20 Jul 2023

20 Jul 2023

Exposed / Discovered

N/A

Deita from last scan

FN

08 Aug 2023

08 Aug 2023

08 Aug 2023

08 Aug 2023

08 Aug 2023

Exposed / Discoverad

N/A

Deita from last scan

-~
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GRAZIE!

CHIAMACI
(+39) 030 7687 766

DOVE SIAMO | —
Via Cefalonia 55, 25124, Brescia, Italy : —ie

CONTATTACI

WWW.orizon.one
info@orizon.one

' ORIZON




Contattaci!

www.syneto.eu

sales@syneto.eu
linkedin.com/company/syneto
facebook.com/Synetoltalia

youtube.com/c/SynetoHCI

O3B N

twitter.com/SynetolT
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